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Teleworking in the Public Administration*

1. Introduction:

The purpose of this policy is to set up a formahfework for the administration
of telework in the public administration of Malfghis policy document outlines
the general principles on which telework shouldadeninistered in the Maltese
Public Service and Public Sector and is intendeoktased in combination with
the Teleworking guidelines. Complementary to tpwlicy, the appended
guidelines are intended to facilitate the impleraéah of telework as a flexible
working arrangement.

2. Definitions:

Telework:

Teleworkis a form of organising and /or performing worlsing information
technology, in the context of an employment contracelationship, where
work, which could be performed at the employersmses, is carried out away
from those premises on a regular basis.

Teleworker
A teleworker is any Public Service and Public Se&mployee carrying out
telework as defined above.

Head of Department:
For the purpose of this document, the term Heddepfartment includes also
the equivalent authority in the relevant PublictS8e&ntity.

3. Who can Telework

In principle, all employees, whose job performatraés and skills as well as
the nature of their job, are suitable for telewadn engage in telework.
Qualifying employees whether engaged on a full-tonpart-time basis,
including persons working on reduced hours, onfenitie or indefinite
contract can telework.

3.1  Voluntary Character

Teleworking is voluntary and therefore cannot benaleded as a right by the
employee neither can it be enforced as an obligdiiothe Head of Department.
In considering whether to agree to a telework aeament, the Head of
Department shall take into account both the opmmatirequirements of the entity,

! This policy takes into consideration the researchegtajarried out together with the NCPE
(National Commission for the Promotion of Equalitggfiback received from Government
Ministries, the EU Framework Agreement concluded byBhmpean Cross Country Industry
Social Partners on f&luly 2002, and the CITAC memorandum of September 2006.



as well as the reasons brought by the employees witio to telework. The

request for telework is registered by means of ecifip application which is

processed in an established manner. The Applicatidl be recommended by
the Head of Department, and endorsed by the DireCorporate Services. The
Permanent Secretary, shall determine whether aestdsi approved or rejected.
The Permanent Secretary’s decision is binding.

3.2 Suitability of Employee for Telework

For an employee to telework successfully s/he npaostsess a number of
personal traits which reflect on her/his competemeind performance at work.
These traits are normally directly and/or indirgckinown to the Head of
Department and on the basis of which s/he will psscthe respective
application for any employee in her/his departmeaguesting a telework
arrangement.

3.3 Suitability of Job for Telework

The job to be performed through telework should digve a number of
characteristics. Jobs, which only meet some gddheocriteria, cannot qualify
for telework. In such cases the Head of Departmnesy consider that the
specific part of the job which completely satisftbe criteria may be carried
out through telework.

4. Employment Conditions

Teleworkers shall benefit from the same rights, rgnteed by applicable
legislation and collective agreements, as comparadhployees at the
employer’s premises. However, in order to take atoount the particularities
of telework, specific complementary collective drat individual agreements
may be necessary as outlined in the guidelinesnbwdditional benefits are
to be granted.

5. Data Protection

In order to ensure protection of data used by #dieworker, the Head of
Department is responsible to take all the necessagsures set out by the
local legislative framework on Data Protection, tpertinent European
Directives and a number of relevant Governmentdisiand Standards which
regulate all aspects of software use. The Head egabbment must further
ensure that the teleworkers are adequately inforofigtie relevant codes of
conduct.

6. Privacy

The Head of Department must ensure that securitmsi@are in place; but the
privacy of the teleworker must be respected, andmonitoring systems put
in place must be proportioned to the objectivesb® achieved. The
monitoring systems must respect the limits of thppliaable European
Directive on this matter.



7. Equipment

Issues regarding the provision of equipment, ligbiand costs are to be
clearly defined before starting telework.

The Government or an agency commissioned by theef@awent is
responsible for providing, installing and maintagthe equipment necessary
for regular telework. Based on the nature of warkbe conducted by the
teleworker, the Head of Department will determine &ppropriate equipment
for the teleworker. Installation and operationabsts for the voice
communication system and other equipment necessamynduct teleworking
will be borne by the Government.

8. Health and Safety

The Government is responsible for the protectiorithef occupational health
and safety of the teleworker in accordance withogaan Directives on the
matter and local legislation, namely the ‘OccupadioHealth and Safety
Authority Act 2000’. However, given the very limitecontrol over the wider
teleworker’s physical environs, the employer’s beahd safety responsibility
is limited only to the workstation, where approveteworking is performed.
Teleworkers must also take reasonable care of thairhealth and safety and
the health and safety of others who may be affelsyedhat they do and must
cooperate with the competent Government Authoritieshealth and safety
equipment provided. Training will be provided tergpons intending to
telework to enable them to assess the risks rekateéte work station from
where they intend to perform telework and to adslitkem.

9. Organisation at Work

The workload and performance standards have touleved and must be
compatible to those of workers at the department.minimize the risk of
social isolation, it is recommendable that theweldker conducts some of
his/her work from the office, and a small propamtiof the working time can
be spent at the Department.

10. Monitoring of Telework on a Regular Basis

The Head of Department must monitor the work oegular basis. Failure to
meet the agreed standards and workload entails diateetermination of
telework. The employee may appeal the decisiomdonext higher authority
whose decision will be final.

11. Training

Teleworkers should have the same access to traanidgcareer development
opportunities as comparable employees working ire thepartment.
Appropriate training on the effective use of equimito perform telework
should also be organised to ensure the telewokkimgioyee has the necessary
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13.

skills, and to maximize productivity. Supervisorse aalso to receive
appropriate training on this form of work and itamagement.

Persons in authority who will be assessing apptioatfor telework shall also
be regularly briefed about the characteristichf working arrangement such
that an objective appraisal of the applicationglismoted. The employee
should further attend compulsory training sessiopi®vided by the
Government on the design of appropriate and risk-fvorkstations.

Telework Contract

Teleworkers must sign an annual contract whichireeglthe voluntary
arrangement, the conditions, and the organizatiaheowork.

Conclusion

This policy is directly in line with Government po} to encourage family-
friendly working arrangements. A sustained eftorfacilitate the take-up of
such arrangements, while ensuring that the entaytput and timeliness are
maintained, is strongly encouraged.



Appendix A. GUIDELINES ON THE IMPLEMENTATION
OF TELEWORK BY PUBLIC SERVICE AND PUBLIC
SECTOR EMPLOYEES?

2 These guidelines have been discussed during CITA@ngekeld on the 17th July 2007 at the
Ministry for Investment, Industry and Information heology



1.0 Document Overview

This document is intended to provide the line inés and public entitiés
with a detailed explanation of the framework toaoepted for the provision
of telework facilities for public employees. Line imiktries and public
entities interested to offer teleworking to themm@oyees should adhere to
these guidelines.

2.0 Definition and Scope

Telework is a way of working using information and commuation
technologies to perform a job independently of fmca Telework is not a
job but a method of working, and provides flexityilin the locations where
employees may perform their jobs, be it at homenadlternate office closer
to home, or at other defined locations. In the ernof the ongoing societal
developments, most notably the rapidly increasimgvgsiveness in IT
literacy of the Maltese Society, telework is a noelblogy of work that
should be embraced as it will be set to become muastream in the
Maltese work force.

This policy applies to all public employees, inchglemployees of entities
in Government control, Government funded entitieg antities with public
majority shareholding.

A teleworker, within the context of this documemgfers to a public
employee who carries out part of the working wetlaraagreed alternate
location, usually his/her own home.

3.0 General Provisions Governing Telework for Pubt Employees

3.1 Voluntary Character

3.1.1 Telework is based on a voluntary agreement betweeindividual and
the Ministry / Entity. Although the latter strivés promote teleworking an
eligible individual should not interpret eligibijitas an automatic right to
engage in teleworking. Conversely, the Head ofthpartment cannot
oblige an employee to take up teleworking as lsg/he expresses her /
his wish to engage in teleworking. A final decisemto whether a public
employee is granted teleworking or not should abvag endorsed by the

® Public entities include all centrally-funded pubéintities, authorities, foundations, agencieslipub

corporations and limited liability companies withiglic majority shareholding and not quoted on &lsto

exchange.

4 Within the scope of this document the terms e-WarWorking and telework / teleworking are
interchangeable.



3.1.2

3.1.3

3.14

3.15

Director or Human Resource Manager. The decisfothe Permanent
Secretary of the respective line Ministry is final.

Employees who find the teleworking arrangemeotde unsatisfactory
should be provided with the option to opt out.

Unless an employee is on an employment contraatiwdingages him/her
for less than one month and/or a working week moeeding eight hours
or of a casual and/or specific nature, the Departnog Entity should

provide the teleworker with relevant written infation on the essential
aspects of the contract or employment relationahighin accordance with
the ‘Employer’s obligation to inform employees offiet conditions

applicable to the contract or employment relatigmsifthese obligations
emerge from the relevant Directiveand Council Directive 91/533/EEC

Some of these aspects include, but are not limited the nature or
category of the work for which the employee is esypd, length of

notice period, length of the employee’s normal vimgkday or week and a
written contract of employment and/or a letter mnjagement.

Teleworking is not designed to be a replacemenajpqropriate dependent
care. Although an individual employee’s schedulg @ modified to
accommodate dependent care needs, the focus afriregement must
remain on job performance and meeting business nidgsn&rospective
teleworkers should discuss these expectationdeareek with family
members and the Head of Department prior to ergenito a trial period.

Individuals requesting telework as an alternatiweknarrangement will be
evaluated according to specific criteria. The telger and teleworker’s
Head of Department, with the assistance of the HuR&source Manager
or Director Corporate Services, will evaluate thiability of such an
arrangement by completing an Application for Tele@ppendix B)
paying particular attention to the following areas:

a) Employee Suitability — The Head of Department \alsess
the needs and work traits of the employee, accgrtbnthe
criteria in Section 2 of the Application for Telewko
(Appendix B);

b) Job Suitability — the employee and the Head of Depent
will discuss the job responsibilities and determiinthe job
or parts of it is/are appropriate for teleworkingaagements;

The Head of Department should consult the flowchart

(Appendix F), for an overview of the process fotedmining
Job Suitability.

® These Directives may be accessed in the EUR-LEX seationthe EU webpage at
WWW.europa.eu

® Council Directive (91/533/EEC) may be accessed irEHiR-LEX section on the EU web page
at www.europa.eu



3.1.6

3.1.7

3.1.8

3.1.9

c) Equipment requirements — It is within the remittioé Head
of Department, who in consultation with the respecCIO
determines the kind of equipment required by thenterker,
in order to effectively carry out the designatesk&a

Teleworking, only modifies the way in whistork is performed and should
not affect the teleworker’'s employment status. Akeo's refusal to opt for

telework is not, as such, a reason for terminatthg employment

relationship or changing the terms and conditiohsmployment of the

worker.

There will be a one-month trial period during whitime the teleworking

arrangement may be reversible at any time at tipeesg of either the
teleworker or the Department. At the end of thaltgeriod the Head of
Department makes an evaluation of the arrangemem makes

recommendations for the continuation, modificatmmtermination of the

agreement. Following a successful trial periodwel&ing arrangements are
subject to review every 3 months for another sonths and then every six
months for the period during which the employe&isworking. The Head
of Department reserves the right to remove an eyegldrom teleworking

status by giving the employee adequate notice gulated in the

Agreement.

The Head of Department must monitor the warla regular basis. Failure
to meet the agreed standards and workload entaifgediate termination of
telework. The employee may appeal the decisiohémext higher authority
whose decision will be final.

Short-term telework - It is possible foremployee to make a request for a
temporary teleworking arrangement in order to catgph task away from
the office. These arrangements should not involeseghiment in any
additional expenses. Such requests should be dbye¢he need to focus on
a specific assignment that requires a higher degr@®ncentration, which
may not always be possible in a shared office enwrent. In this context
an employee, who requires some time away from ffieecto complete a
task by a pre-agreed deadline may discuss thenitslis/her superior. The
Superior may, on the merit of each individual cagant permission to an
employee to work from home for a pre-defined andually agreed period
to complete the job. Once the assignment is commbl#ie employee shall
return to his/her office. Such cases should notctesidered as formal
teleworking arrangements and hence the employetrenedmployee will not
be bound by any terms of the teleworking agreentembuld the employee
consider adopting telework as a formal work arramgyet s/he will undergo
the process as defined by these guidelines.



4.0 Employment Conditions

Teleworkers benefit from the same rights, guarahtdy applicable
legislation and collective agreements, as comparalbrkers at the
employer's premises. However, in order to take irdocount the
particularities of teleworking a specific agreemedms been devised
(Appendix C).

Particular aspects, which will be specified in ttedework agreement
include:
= Place of work
= Hours of work
= Address at which the employee carries out telework
= Telephone number, where employee can be contaatatbffice
hours
= Notice of termination period
= Duration of trial period and periodical reviews tg#leworking
arrangements

5.0 Data Protection

5.1 The Department or Entity, authorising telew@kesponsible for taking
all appropriate measures in order to ensure thgt data used by the
teleworker in connection with his/her teleworkingiaity is fully protected.
The Head of Department should indicate to the teiker the applicable
rules and regulations concerning data protectionis Ithe teleworker’s
responsibility to comply with these rules and regiohs and if breaches are
committed the teleworking agreement of the faultgl@worker can become
nullified. The revocation of the teleworking agremrhwould not prejudice
further actions, deemed appropriate in cases @f piadtection breaches by
government employees.

5.2 The Data Protection Act 2001, Cap 448@fers, among other responsibilities,
to the controller's responsibilities for the fainda lawful processing of
personal data, and that such data should not kefdep period longer than
is necessary. Therefore, in order to safeguardefeirement defined in the
Act, the total management of the data securityoibe considered by the
Head of Department before any data is passed totealesvorker for
processing.

5.3 The security of equipment, assets, informmatwonfidentiality, and copyright
should be in accordance with Government's releyatities. A teleworker
will ensure the protection of any work-related aruktomer information
accessible from their home office. Measures inclodeare not limited to,
use of locked file cabinets, disk boxes and desksgular password
maintenance and other appropriate measures cartsigith the nature of

" Chapter 440 of the laws of Malta may be accessed fr
www.mjha.gov.mt/justice/legalservices.html



5.4

5.5

6.0

7.0

7.1

work. In particular, teleworkers should ensure titaer household members
or friends should not have access to personal amtdefined by the Data
Protection legislation.

The Head of Department is additionally respaesiof informing the
teleworker of his/her responsibility to abide by 8overnment Policies and
StandardSon MAGNET connectivity, e-Mail and Internet usdipies, use
of software such as anti-virus and spam contral, amy applicable security
and technical issues as advised by MITTS Limitesindy the provider of
technology services to the Government.

The European Data Protection Telecommunicationse@ive (97/66/ECY
imposes special rules for the processing of petsa@a in public
telecommunications systems. The Head of Departraeitiorising telework
should likewise, familiarise him/herself with thigrective, and is therefore
responsible to ensure that the teleworkers areeanfany its articles that
are deemed relevant to his/her work

Privacy

The employer respects the privacy of thkeworker. This applies to
arrangement for access to the site from which e¢lenorker is working. If
any kind of monitoring system is put in place, éeds to be proportionate to
the objective and introduced in accordance Witle minimum safety and
health requirements for work with display screeruipment ‘Directive
(90/270¥° on visual display units. This Directive containsemjuirement
which stipulates that in designing tasks and chngpsoftware, no qualitative
or quantitative checking facility may be used with¢the knowledge of the
worker. Employees should be advised in cases wheie activity is being
monitored. This includes cases of the utilisatidnkey-logging software
where all activity on the employee’s computer carnracked and recorded,
or where the computer is being controlled remotely.

Equipment

The Government or an agency commissioned by Gloeernment is
responsible for providing, instaling and maintag the equipment
necessary for regular telework unless the telewornkses his/her own
equipment. Based on the nature of work to be caedulsy the teleworker,
the Head of Department will determine the apprderiequipment for the
teleworker. Installation and operational coststf@ voice communication

& The following documents appl{) Connectivity to Magnet (Malta Government Network)
Policy, version 1.02) Connectivity to Magnet (Malta Government NetwoiBi)ective, version
1.0,3) Connectivity to Magnet (Malta Government NetwaBtandard, version 1.04)
Information SecurityPolicy, version 2.05) Minimum Information Securitirective , version 2.0
and may be accessed at www.mitts.gov.mt

° Directive 97/66/EC may be accessed in the EUR-LEX@eof www.europa.eu

1% birective 90/270/EC may be accessed in the EUR-LEX@eof www.europa.eu



7.2

7.3

7.4

7.5

7.6

7.7

system and other equipment necessary to condestagting will be borne
by the Government.

Technical requirements for the teleworkertaeieg defined according to the
level of access required by the teleworkers to oohdhe work in an
effective and efficient manner as if s/he is perfimg at the office. For
some employees, teleworking may be performed ssftdgsusing e-malil
and possibly a standard telephone contact or otheans of verbal
communications (e.g. VOIP) as establishedriori with the respective
Department or Entity. As long as the documentsatef a sensitive nature,
these may be e-mailed across locations or traregpanh physical media.
This band of users is being referred to as Tier 1.

A second category of users would need accesspptications or data
directly from a server, and therefore, a highegrde of security is required.
For these cases it is necessary that the conneistiorade over a Virtual
Private Network (VPN with a digital ID*>. This band of users is being
referred to as Tier 2.

Finally, a third type of users would just riequaccess to specific files or
systems within their respective department or elierefore, a secure VPN
connection will be sufficient. This band of userdeing referred to as Tier 3.

The type of equipment required and the cormedipg estimated costs of
each type of user are presented in Appendix D

Where appropriate, desktop support and call cesetréices will be provided
by MITTS, which will assume the management and robrfunction of

teleworkers’ support. Thus, in cases where a [apéguires maintenance
(both hardware and software), the teleworker shdeldver the computer to
the office and advise the Head of the Departmentihfe necessary follow-

up.

Any damages sustained to the equipment should bediately reported to
the superior. Furthermore, a teleworker who preseat successful
application to conduct telework, will, in additionp signing a formal
agreement, be required to sign a Declaration okAss/entory form which
defines the responsibilities of the teleworker witspect to the Government
equipment in his/her possession .

1A virtual private network (VPN) is a network thages a public telecommunication
infrastructure, such as the Internet, to provide teroffices or individuals users with secure
access to their organisation’s network. A virtual pievaetwork can be contrasted with an
expensive system of owned or leased lines that cgrbenlised by one organization. The goal of
VPN is to provide the organisation with the same bditias, but at a much lower cost. A VPN
works by using the shared public infrastructure wirilentaining privacy through security
procedure and tunnelling protocols.

12 An electronic identity is a set of information thaiquely identifies a client to a computer
system. Examples of an electronic identity are a aseenor digital certificate identifier.



7.8

7.9

7.10

In order to ensure work continuity, the employdewd accept any
temporary arrangement provided by the Head of Demt. This
arrangement shall remain in force until the equiptsgunctionality is fully
restored

Hardware used for telework will be governedthg relevant Government
policies on the use of ICT in Government; this &wplto whether the
equipment is provided by the entity or whetheratomgs to the employee.
The teleworker must sign a statement attestingréoGovernment-owned
property in his/her possession and pledges to @rtte items from damage
or theft. Upon termination of employment or theetebrking agreement all
Government property must be returned to the Goventm

The employee must establish an appropriatek vemvironment within
his/her home for work purposes. The Governmentmatlbe responsible for
costs associated with the initial setup of the eygé’s home office such as
remodelling, furniture or lighting, nor will it beesponsible for repairs or
modifications to the home office space to accomrt@dalework. After all
equipment has been delivered, the teleworker wgti and return a checklist
of all hardware and software provided (Appendix E).

8.0 Health and Safety

8.1

8.2

8.2.1

The employer is responsible for the protectd occupational health and
safety of the teleworkers in accordance with Cdubaiective about the
introduction of measures to encourage improvemethe health and safety
of workers at work’'(89/391}% and relevant daughter directives, national
legislation, namely th&®ccupational Health and Safety Authority Act 2000
and collective agreements. Given the very limiteohtml over the
teleworker’s physical movement and activity whésgaged in telework, the
employer’s health and safety responsibility in exgtpof the teleworker is
limited only to the workstation, where approvedetebrk is normally
conducted and which was previously assessed f&rhysthe employee
him/herself, following the attendance of specif@ining on risk assessment
of workstation.

In carrying out the obligations required ® dbserved in connection with
Health & Safety:

The employer shall ensure that initial idatain of equipment,
which shall be of such safety standards as areicajye if the
equipment were to be installed at an “on-site” wpl&ce, shall be
carried out in such a manner as to ensure safat@ergiven the
nature of the equipment and the area in which alldie operated,

13 (Directive 89/391/EC) may be accessed at the EUR-&&fion ofvww.europa.eu

The

Occupational Health and Safety Authority A@0@ may be accessed from

www.mjha.gov.mt/justice/legalservices/html



8.2.2

8.2.3

due consideration being given to family and sofzators in the said
area and that the employee is properly instruatethé safe use of
the equipment. Moreover, the employee should attrdpulsory
training session/s provided by the Government an design of
appropriate and risk-free workstations. Followinge tsuccessful
completion of this training the employee is reqdite conduct a risk
assessment of the workstation, from where s/heniended to
perform telework.

The employer shall carry out periodic, pre-annodnegsits to the
work-place to examine the equipment and work-plaoel may
request any necessary adjustments to the work;pliactuding
modification to the placement or positioning of #wuipment, at the
employee’s expense, subject to the employee’s obrikereto. In
the event that the employee does not consentits wismodification
or repair, the employer shall have no liability wdwever in the event
of injury or incapacity caused by the equipmenthar work-process
occurring since installation or the last visit pered as the case
may be. The employer shall at his complete digmrdie entitled to
terminate the teleworking arrangement in the evdhat
circumstances so require.

The employee shall take reasonable care ®fetjuipment and
examine same from time to time with a view to emgurthat it
remains functional and safe for him/herself and epttiamily
members or visitors. Furthermore, the employeel sttdlmake any
modification to the equipment or the placement éb&mwithin the
operating area and shall not attach thereto argr @tuipment other
than with the consent and under the supervisiaghetmployer.

9.0 Organisation of Work

9.1 There is a risk that a teleworker may expegesocial isolation, therefore

9.2

9.3

9.4

9.5

arrangements should be put in place to ensuretéfavorkers have the
same access to Government information as theresfiased colleagues.

Part of the working time (a minimum of 10% of tlodal time a teleworker
works per month) is to be spent at the employersmises and face to face
meetings unless otherwise agreed between the esglkoyd the permanent
secretary.

All internal communications such as memas ewsletters are to reach the
teleworker promptly by e-Mail.

In those cases where the completion of a jojuires the effective
accessibility to the intranet the teleworker dtddue provided with access
to the relevant Government and public entity ingtan

Whenever it is necessary a teleworker can h&acted by telephone during
the normal office hours, furthermore, a teleworkeralso expected to



regularly check the e-mail. Under normal circums&s the employee is not
expected to be available before and after the Spdatore hours with the

exception of those employees whose job resportgiilrequire them to be
contactable after normal working hours. The teldivg employee has no
right to refund of any telephone expenses (whethefixed lines or mobile

phones), made in connection with teleworking.

10.0 Training

10.1 Teleworkers have the same access to training, rcadeselopment
opportunities and promotions as the office-basetkars at the employer’'s
premises and are subject to the same appraisatigmlas these other
workers. Core areas may include:

= Job-related skills - those specific to the paracukquirements on the
job;

= Generic Skills - including competence in IT and thge of new
communications methods (for example use of modennsail, on-line
discussion, and the use of any special softwarained to complete
the tasks), report-writing skills and effectiveeighone communication
skills; and

= Self-management skills, including training in timanagement.

10.2 Training is to be organised for the telework®mior to engaging in
teleworking in order to ensure that the employesspsses all the skills and
knowledge necessary to telework successfully. Téeessary skills would
include time management and basic ICT competenaiesh would permit
the teleworker to conduct his/her, job efficiently.

10.3 Teleworking, particularly when it involves prolortyspells away from the
office necessities specific training to ensure teatployees are working
efficiently and safely. Supervisors and departnmeh&ads, who normally
have difficulty in managing subordinates at theceff would find it even
more difficult to manage them at a distance. Infation and training
sessions targeted at management are thus to baeiswdato ensure that
managers are able to adapt to new modes of inienaetth teleworkers and
more importantly to exercise the same level of gan@ent effectiveness as
when the teleworker is carrying out his/her duéiethe office.

11.0 Job and Employee Suitability

11.1 Job Suitability - Jobs suitable for telework include those involvandpigh
degree of information processing that also havaradjectives, measurable



outputs and minimal requirements for supervisi@@ome jobs that are not
suitable in their entirety may be broken down igeparate tasks and
performed partly through telework. It is the resgbility of the Head of
Department to ensure that the tasks to be perforasedelework are
substantial enough to occupy the teleworker forimum of two days per
week for at least the next six months. If it isirasted that the tasks to be
performed amount to less than this workload, tlguest for teleworking
should be declined. This minimum threshold is neags to ensure that
expenses related to the hardware installation r@uperated’, which may
not be possible within the short-term. Other t&@lgking arrangements are
possible on arad hocbasis in order to accommodate temporary cases of
teleworking such as project-based telework as destiunder 3.1.9.

11.1.1 Jobs that require employee’s ongoing phiygcasence and jobs

which require face-to-face contact with the pulalic / or other staff
members are not suitable for telework.

11.1.2 Security and / or confidentiality issues aeguirements of access to

material that cannot be moved from the office esrwinent will
prevent the job from being accomplished at an rzétiere worksite.

11.1.3 Jobs that are suitable for teleworking miave the following

minimum characteristics:
* require mostly thinking and writing rather thaniagt
* heavy on information / data processing
* are clearly defined
* have clear objectives and measurable outputs
* have minimal requirements for supervision

11.1.4 Few examples of jobs that can be potgnt@erformed through

telework include: Data inputers, Computer programarend other
employees whose job consists mainly of desk-bassshrch.

11.2 Employee’s Suitability - In order for an employee to conduct telework

successfully, the employee must possess all offdlewing traits and
skills:

11.2.1 Ability to work independently and without constasupervision -

Employees engaged in telework are not working m ithmediate
proximity of their superiors and are less likebyktenefit from face-
to-face and prompt advice, clarifications and suisén.
Teleworkers should therefore, exercise sufficiadiependence when
performing their work in locations other than thermal office
environment.

11.2.2 Competence in time management skills - Time managerskills

are key to achieving set goals in a timely manmel @ attaining a
reasonable balance between work and life commitsn@nthout
compromising work productivity. Thus, teleworkershav have



11.2.3

11.2.4

11.2.5

11.3

11.31

11.3.2

consistently proved to have poor time managemeilis skre not
suitable for telework.

Ability to work on own initiative - The voluntary daption of
telework should motivate employees to work on tloswn initiative
with minimum supervision. A teleworker is expectéal think
proactively and suggest new work methodologiesciwihall lead to
an improvement in the overall performance of hisfeteworking
experience. Such innovative ideas or initiativésfiective, should
be reflected in the Performance Management Proge(®MP), and
where applicable, disseminated as an example afd'gwactice’ to
other teleworkers.

ICT literate - The employee must possess sufficiét literacy to
conduct teleworking effectively. As a minimum aetg@brker should
be able to use basic office applications, Inteamet E-mail.

Track record of past performance to meet deadmesdeliverables
— Workers on a teleworking arrangement should igebbve a
proven track record of good performance and sustagnoductivity.
The employee must have not received any suspelwsiailemotion
due to misconduct or poor performance within the y&ars prior to
the start of telework.

Core Categories -For the purpose of these guidelines jobs that are

deemed suitable for telework are categorised intwad groups; 1) Work
of support functions based on contact times andn®wledge-based work
based on deliverables

Workers in the first category, normally gasut supporting roles in office
environments including customer care, filing of diments, photocopying,
visual scanning of newspapers, making basic usewiputer applications
and keeping records. Therefore, whilst the suitghaf a job for telework

remains situation-specific it is safe to assume thany workers in this
category perform a mixture of tasks, of which omlyportion can be
effectively performed as telework. Furthermoreany given working day
an employee is likely to perform multiple jobs, sorof which are

teleworkable whereas others are not. This occucause no particular
task is probably substantial enough to require alevtworking-day.

Hence, a reorganisation of tasks may be requirealloov individuals to

provide this supporting role through telework. Naifly, the productivity

of these employees can be measured in quantitatines.

Workers in the second category have deliverablas dlenerally require
more thinking and writing and are rather heavy wiorimation, analysis
and interpretation of data. Such workers are likelpe in the professional
and managerial grades and may include architectspuatants, IT



specialists and project managers amongst otheregsmwials. The
completion of some projects will require the inpofsother employees
hence effective voice and other types of commuiainaare of particular

importance for workers in this category. Securggues related to the
accessibility of sensitive information should aldme taken into

consideration. These workers, most often, havedpfi;ed deliverables.

12.0 Administration
12.1 Telework Application Procedure

In order to accept an application from an employ@delework, it is
essential that the required work assignments cascbeeved with limited
guidance and are of the same quality as when th@ogee is working
within the office environment. An application forfAppendix B) is to be
filled in by the employee and forwarded to his/mamediate supervisor.
Each request is evaluated on a case—by-case lvagis ariteria laid down
in the application form.

12.2 Steps to be taken when an employee applies telework.

i) The employee, together with the immediate superyisitis in
Section 1 of the ‘Application for Telework’ Form pfiendix B).

i) The Head of Department is to separately completgic®@e2 of the
application (Job and Employee suitability.)

iii) Section 1 of the Application form, duly signéy both applicant and
supervisor (where applicable) is to be despatchdatieé Department
Head. After having reviewed Section 1 and filledSiection 2 of the
application the Head of Department will approve reject an
application. An unsuccessful application will nobgress any further
and the applicant is informed accordingly. Apprbapplications
are then sent to the Human Resources Manager ¢tbBir€Corporate
Services.

iv) On receipt of application, the HR Manager wileview the
application and note the recommendation of the Héddkpartment.
Should any clarifications be required these areetonade in writing.
Once the application is reviewed by HR Manager sigded, it will
be passed to the Permanent Secretary for his/har éndorsement
and signature. When the application is duly sigbgdll concerned
an e-mail is sent to the applicant and copied sthier supervisor and
the Head of Department, and HR Manager / Direc@wrporate
Services, informing them of the approval.

v) Following the approval stage of the applicatian assessment of the
employee’s requirements (including technical trag)i is to be
carried out.



12.3 Letter of Agreement

12.3.1 A letter of Agreement should be signed leygmployer and the employee
so that both parties understand the rights andoressipilities of telework
and the specific terms under which the teleworkelt waperate. A
specimen ‘Telework Agreement’ may be found in ApgigrC

12.3.2 The days and times during which the teleeovkll be working from the
alternate workplace are to be specified in thedreif Agreement. Should
the need arise foad hocchanges to this schedule, for example due to
meetings where the employee is expected to be rmiresenotice of two
working days should be given to the teleworkerpioothe meeting.



Appendix B: Application for Telework

SECTION 1
(TO BE COMPLETED BY THE EMPLOYEE )

APPLICANT 'SDETAILS :

Surname: Name:
Ministry / Entity Departme
Grade / Position: Offade
E-Mail Address: ID card No
HARDWARE
(Tick the one applicable)
Yes No
At work, do you use a desktop or a laptop? O O

SOFTWARE
Please list specific software / services / apgleet you need access to:
O | need access to the standard Office Automatfiwvare only.

O In addition to the standard Office Automationtaa@fre, | need access to the following:

CONNECTIVITY REQUIREMENTS
(Tick the one applicable)

O Tier 1: Internet, E-mail

O Tier 2: Internet, E-mail, VPN
O Tier 3: VPN

LOCATION DETAILS:

Please specify the address from where you will-kéoeking and where you need the e-
Work facilities installed:



Functions to be performed through Teleworking

List all the tasks that are to be performed remdielm the office.

Teleworking Schedule Proposed by Employéé

AM  PM
Please tick boxes when e-Work is preferred: Monday O O
N.B. A minimum of 10 % of the total workinJuesday O [l
time is to be performed from the
Ministry’s/Entity’s Premises, unless otherwise
agreed (vide article 9.2 of the Guidelines).
Wednesday O
Thursday O O
Friday O

Other Information

(The information provided below is not mandatorpwkver where a choice has to be made between
applicants due to limited e-Work opportunities, thiormation may influence the decision to granterk
facilities to those who will benefit most if alher factors are equal)

YES NO
« | am a working parent O O
« lam asingle parent O O
« | take care of ageing parents O O

Employee’sFull Name: Signature:

Supervisor’s Full Name Signature:

“Head of Department may propose a different Telewgrkithedule, in which case, it prevails.



SECTION 2
(TO BE COMPLETED BY THE HEAD OF DEPARTMENT )

SELECTION CRITERIA QUESTIONNAIRE

Job’s Suitability*
. Employee can perform job without a high degreentdriaction
with clients

. Employee can perform job without a high degreentdriaction
with colleagues

. Employee can perform job without need to accessreddes or
documents that cannot be removed from the workplace

. Job can be performed at a remote location

. Job can be split up into different tasks, some loittv can be
performed remotely and collectively amount to aimumm of two
days of teleworking per week

Employee’s Suitability*

. Employee is able to work without constant supeovisi
. Employee is competent in time management skills
. Employee is able to work on own initiative

. Employee is ICT literate

. Employee must have at least one year’s service

. Employee has a proven track record of past perfocma
with proven ability to meet deadlines and delivézab
. Employee is reliable with respect to security dada

Final Teleworking schedule as agreed with the Hédakpartment

Monday
N.B. A minimum of 10% of the total working time ~ Tuesday
is to be performed from the Ministry’s/Entity’s Wednesday

Premises, unless otherwise agreed (vide artiCldursday
9.2 of the Guidelines).
Friday

* One negative marking makes this application unsucssful.

OO O O Dﬁ

O O OO0O0

O ooooZ2

OO O o OZf

O O OO0O0

O oooo2



Approved: [

Date:

Reason/s:

Rejected: [

Signed by:

Head of Dept:  Full Name:

H.R. Manager /

Director, Corporate Services: Full Name:

Permanent Secretary: Full Name:

Signature:

Signature:

Signature:




Appendix C: Telework Agreement

Agreement entered into on < date > between

< Name of employee > with ID card number < ID Card Number >

and residing at
< insert employee address > referred to as the employee;
and

< Name > in the capacity of < position > on
behalf of

< Department or Entity > referred to as the employer.

1. This agreement is valid for 12 months from datagreement and thereafter
is subject to renewal every 12 months.

2. The purpose of this agreement is to define the garnder which telework
will be implemented for the employee. The termagfeement are based on
the policy principles outlined in the “Teleworkingolicy in Public
Administration” and the “Guidelines on the Implertetion of Teleworking
by Public EmployeesWhich documents have been made available to the
employee who confirms understanding thereof

Teleworking is based on a voluntary agreement batvike individual and
the Ministry / Entity. It is neither the right ah individual nor an obligation
that can be imposed by the employer. Terminatfathie agreement can be
instigated at any time by either party by givingtth (30) working days’
notice in writing. The teleworker’s failure to meee agreed standards and
workload entails immediate termination of telework.

3. The employee must be contactable by phone duringalmffice hours and
available at their place of telework during theesgt core hours, which are
between < specify core hours >,

4. Telephone number, where the teleworker can be cmaaduring normal
office hours: . in the evertttti@telephone number
becomes unavailable or if the telephone numbehasged the employee is
obliged to inform the employer as soon as posshkin any event by not
later than one (1) working day from the number lpgiog unavailable or
being changed.

5. The schedule by which the employee will work onewsrk is
< specify days /dim >,




6.

10.

11.

The teleworker is subject to the same workingddmns in terms of
responsibilities, liabilities, policies, employmeobdnditions and all other
legislation, regulations, determinations and cofleanduct, etc. that are
applicable at the central workplace. Employee amédiof Department /
Manager are to agree in advance on the deliveraidehappens with
employees working at base.

The employer shall ensure that initial instadkatof equipment, which shall
be of such safety standards as are applicableeifetfuipment were to be
installed at an “on-site” work-place, shall be @adrout in such a manner as
to ensure safe operation. Given the nature okthepment and the area in
which it shall be operated, due consideration benhgn to family and
social factors in the said area. The employeeapgrly instructed in the
safe use of the equipment.

The employer shall carry out periodic, pre-annodneisits to the work-
place to examine the equipment and work-place ahdll sdirect
modifications or repairs as may be required tovtbekstation. This shall be
at the expense of the employee, including modificato the placement or
positioning of the equipment, subject to the emp&y consent thereto. In
the event that the employee does not consent tts \as modification or
repair, the employer shall have no liability whatser in the event of injury
or incapacity caused by the equipment or the wodcgss occurring since
installation or the last visit performed as theecasay be. The employer
shall at his complete discretion be entitled tanieate the teleworking
arrangement in the event that circumstances sareequ

The employee should attend compulsory trainingigessprovided by the

Government on the design of effective and risk-fmeekstations. Following

the successful completion of this training the epk is required to
conduct a risk assessment of the workstation, frdvere s/he is intended to
perform telework.

The employee shall take reasonable care of th@ewant and examine same
from time to time with a view to ensuring thatstremains functional and
safe for him/herself and other family members aitors. Furthermore, the
employee shall not make any modification to the igaent or the
placement thereof within the operating area andl sba attach thereto any
other equipment other than with the consent an@utie supervision of the
employer.

The teleworker is and remains a regular employed, <hall be eligible to
participate in all activities and enjoy the samendigs as any other
employee not on Teleworking. In the same mannézleworker is and
remains bound by the policies, rules and regulatointhe employer and is
liable to these in the same manner as any otheloge®



12.

13.

14.

15.

16.

17.

18.

19.

All equipment provided by the employer shall rem#éie property of the
employer and the employee is bound by all polieied regulations related
to such matters as applied in the central workplacAny security

arrangements for equipment and assets and all guwoee for securing the
confidentiality and protection of information anatellectual property
therein are to be in accordance with organisatiguudicy or practice if a
policy is not in place and it shall be the respbitisy of the employee to
take such measures as would be taken in a nonetawy environment,

including the physical securing of equipment andets to protect the
interests of the employer.

The teleworker is bound by regulations governinge usf ICT in
Government. All relevant policies are to be obedrirrespective of where
the teleworker is working and whether the equipmbaing used for
teleworking has been provided by the employer ¢inésemployee’s own.

The equipment used for teleworking will be usedoading to standards and
security measures conformant to Government policiesnd
recommendations, and may be subject to keystroke aaill
listening/recording. The employee by entering intos Teleworking
Agreement is consenting to all reasonable methédsuveillance by the
employer to ensure the proper performance by th@mme of the duties of
employment.

It is to be ensured that work deliverables are mooed and it is the
responsibility of the teleworker to adhere to &k treporting mechanisms
which may be laid down by the employer.

The employer is responsible for the provision araintenance of equipment
if this is deemed necessary. An agreed list ofggent is to be attached to
this Agreement and signed by the employee and #edHbf Department /
Manager. Any changes to this list shall be madwiiting and signed by

both parties.

The employee is responsible to take reasonableataalt equipment given

to him or her and is liable for any damage ariglng to negligence. Further,
the employee should periodically examine the eqeipnio ensure that it
remains functional and safe and refrains from nyaalif or adding any

equipment without the consent of the employer.

In order to ensure work continuity, whenever anyigopent requires
repairs, the employee should accept any temporaapgement provided by
the Head of Department. This arrangement shall iremaforce until such

time as the equipment’s functionality is fully restd

Teleworking arrangements are subject to reviewye8amonths during the
six-month trial period. Reviews will then be reddde every six months for
the period during which the employee is teleworking



20. The location, type of work, results measurementsjtact and working
arrangements are to be agreed to between the eeeplagd his / her
manager. The employer / Director through the retspe Human Resources
Manager / Director of Corporate Services, shouldloese any other
proposed changes to the conditions of employmartase of disagreement,
the changes should be endorsed by the respectineaRent Secretary.
These arrangements should be documented, signedtbyhe manager and
the teleworker and attached to this agreement. Angnges to these
arrangements should be agreed to and signed bypbdiles. A copy of the
agreement is to be kept by the employee with amatbpy inserted in the
employee’s personal file.

| have read and understood the arrangements dktail¢he Agreement and |
accept such arrangements.

Employee Permanent Secretary

Date:




Appendix D — Cost-Estimates of Technology requiredy different
Teleworking models

Tier 1

Connectivity requirements Functional requirements
Internet Connection Internet, E-Mail

Item € Lm | Frequency
Cable/DSL 549.73| 236 Annual
Connectivity fee 221.29 960ne time cost

Tier 2/ Tier 3
Connectivity requirements Functional requirements
Internet Connection + VPN Internet, E-Mail and access to
specific applications

Item € Lm | Frequency
Cable/DSL 549.73| 236| Annual
Connectivity fee 221.29 95| One time cost
VPN fee 55.90 24| One time cost
VPN Teleworker's fee 200.33 86| Annual




Appendix E: Asset Inventory for Telework Facilities

TELEWORKER 'S DETAILS :

Surname: Name:
Ministry: Department:
Grade / Position:; Office Tel:
E-Mail Address: I.D. card No.:

E-Work Address:

I, the undersigned agree that all the equipmerddisinderneath is loaned to me as a result of being on
telework. | have duly inspected the said equipmezibrie accepting it and I certify that it is in good
working order and condition. | acknowledge thas taquipment is the property of the Government of
Malta and during the period that such equipmentl sfelegistered as being in my possession, | shall be
solely and exclusively responsible for said equipmentiniguthis same period, unless instructed otherwise
by the Head of Department, | shall be the only petsarse the equipment, and such use shall be redtricte
solely and exclusively to the proper performancengfduties as a teleworker. | shall not in any way open,
tamper or alter the said equipment. | bind myselfuly dieliver the equipment back to the Department
either upon my termination of employment and/oriiécted to do so by management at any point during
employment. 1 also bind myself to report any faaltsepairs as soon as these are known.

| further acknowledge that the equipment is to Ierned in a good state and condition.

ASSET INVENTORY GIVEN TO TELEWORKER (PLEASE LIST ALL HARDWARE AND SOFTWARE )

Item Description Serial Number
Signed by:
Employee: Full Name: Signature:
Head of Department: Full Name: Signature:

Date:




Return of Equipment

Received by: Full Nameu&&me: [n block letter$

(Signaturé

Date of receipt:

Above mentioned items have been returned in goaditamm



Appendix F - Determining Job Suitability

The flowchart below shall be used to determine tvethe applicant’s job
is suitable for e-Working.

Employee can perform job NO
without a high degree of interaction
with clients

YES

Employee can perform job NO
without a high degree of interaction
with colleagues

YES

A\
Employee can perform job
without need to access

secure files or documents NO
that cannot be removed
from workplace
YES
\4
Job can be split up
Job can be performed L > into different tasks,

at a remote location some of which can be

performed remotely

YES
YES NO
JOB IS SUITABLE
FOR E-WORK i v
JOB NOT SUITABLE

FOR E-WORK




